FOREWORD

1) The Intemational Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)’). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. Interational, governmental and nhongovernmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International standard IEC/ISO 31010 has been prepared by IEC technical committee 56: Dependability together with the
ISO TMB “Risk management” working group.

The text of this standard is based on the following documents:

FDIS Rapport de vote
56/1329/FDIS 56/1346/RVD

Full information on the voting for the approval of this standard can be found in the report on voting indicated in the above
table. In ISO, the standard has been approved by 17 member bodies out of 18 having cast a vote.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until the maintenance result date
indicated on the IEC web site under "http://webstore.iec.ch" in the data related to the specific publication. At this date,
the publication will be

* reconfirmed;
 withdrawn;
* replaced by a revised edition;

* amended.

IMPORTANT — The ‘colour inside’ logo on the cover page of this publication indicates that it contains
colours which are considered to be useful for the correct understanding of its contents. Users should



therefore print this document using a colour printer.

INTRODUCTION

Organizations of all types and sizes face a range of risks that may affect the achievement o their objectives.

These objectives may relate to a range of the organization's activities, from strategic initiatives to its operations,
processes and projects, and be reflected in terms of societal environmental, technological, safety and security
outcomes, commercial, financial and economic measures, as well as social, cultural, political and reputation impacts.

All activities of an organization involve risks that should be managed. The risk management process aids decision
making by taking account of uncertainty and the possibility of future events or circumstances (intended or unintended)
and their effects on agreed objectives.

Risk management includes the application of logical and systematic methods for

« communicating and consulting throughout this process;

» establishing the context for identifying, analysing, evaluating, treating risk associated with any activity, process,
function or product;

* monitoring and reviewing risks;

* reporting and recording the results appropriately.

Risk assessment is that part of risk management which provides a structured process that identifies how objectives
may be affected, and analyses the risk in term of consequences and their probabilities before deciding on whether further
treatment is required.

Risk assessment attempts to answer the following fundamental questions:

» what can happen and why (by risk identification)?
» what are the consequences?
» what is the probability of their future occurrence?

« are there any factors that mitigate the consequence of the risk or that reduce the probability of the risk?

Is the level of risk tolerable or acceptable and does it require further treatment? This standard is intended to reflect
current good practices in selection and utilization of risk assessment techniques, and does not refer to new or evolving
concepts which have not reached a satisfactory level of professional consensus.

This standard is general in nature, so that it may give guidance across many industries and types of system. There may
be more specific standards in existence within these industries that establish preferred methodologies and levels of
assessment for particular applications. If these standards are in harmony with this standard, the specific standards will
generally be sufficient.

1 Scope

This International Standard is a supporting standard for ISO 31000 and provides guidance on selection and application of
systematic techniques for risk assessment.

Risk assessment carried out in accordance with this standard contributes to other risk management activities.

The application of a range of techniques is introduced, with specific references to other international standards where the
concept and application of techniques are described in greater detail.

This standard is not intended for certification, regulatory or contractual use.

This standard does not provide specific criteria for identifying the need for risk analysis, nor does it specify the type of
risk analysis method that is required for a particular application.

This standard does not refer to all techniques, and omission of a technique from this standard does not mean it is not
valid. The fact that a method is applicable to a particular circumstance does not mean that the method should
necessarily be applied.

NOTE This standard does not deal specifically with safety. It is a generic risk management standard and any
references to safety are purely of an informative nature. Guidance on the introduction of safety aspects into IEC
standards is laid down in ISO/IEC Guide 51.



2 Normative references

The following referenced documents are indispensable for the application of this document. For dated references, only
the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC Guide 73, Risk management — Voocabulary — Guidelines for use in standards

ISO 31000, Risk management — Principles and guidelines

3 Terms and definitions

For the purposes of this document, the terms and definitions of ISO/IEC Guide 73 apply.
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1 Currently under consideration.
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